READING COMMUNITY LEARNING CENTRE[image: ]
DATA PROTECTION POLICY 

1. Purpose Of This Policy
Reading Community Learning Centre (“RCLC” or “the organisation”) is committed to protecting personal information and handling it lawfully, fairly and securely.
RCLC collects and uses personal information about learners, children using the crèche, parents and carers, staff, tutors, volunteers, trustees, donors, supporters, funders, referrers, partners, contractors and people who contact the organisation.
This policy explains how RCLC manages personal information and sets out the responsibilities of staff, trustees, tutors and volunteers when handling personal data.
RCLC will process personal information in line with UK GDPR, the Data Protection Act 2018 and any other relevant data protection legislation. This policy should be read alongside:
· RCLC Privacy Policy 
· RCLC Confidentiality Policy 
· RCLC Safeguarding Children and Adults at Risk Policy 
· RCLC Volunteer Policy 
· RCLC Volunteer Agreement 
· RCLC Health and Safety Policy 
· Relevant data mapping and retention records (Appendix)
2. Who This Policy Applies To
This policy applies to all staff, trustees, tutors, volunteers, contractors and anyone else who handles personal information on behalf of RCLC. 
Everyone who works or volunteers for RCLC has a responsibility to protect personal information and to follow this policy.
3. Key Definitions
Personal data means any information that identifies, or could identify, a living person. This may include names, addresses, telephone numbers, email addresses, dates of birth, photographs, learner records, staff records, volunteer records, referral information, attendance records and notes about support needs.
Special category data means more sensitive personal information that needs extra protection. This may include information about health, disability, race or ethnic origin, religion or belief, sexual orientation, sex life, trade union membership, genetic data or biometric data used for identification.
Criminal offence data means information about criminal convictions, offences, allegations or related security checks, including DBS information.
Data subject means the person the personal data relates to.
Data controller means the organisation that decides how and why personal information is used. RCLC is the data controller for the personal information it collects and uses.
Processing means anything done with personal information, including collecting, recording, storing, using, sharing, deleting or destroying it.
4. Responsibility For Data Protection
RCLC is the data controller for the personal information it collects and uses. Overall responsibility for data protection sits with the Board of Trustees. Day-to-day responsibility for data protection sits with the CEO. RCLC has not appointed a formal Data Protection Officer. If this changes in future, the policy will be updated.
All staff, trustees, tutors and volunteers are responsible for handling personal information safely and in line with this policy. Any data protection concerns, suspected breaches, requests from individuals, or questions about personal data should be reported to the CEO as soon as possible.
Where appropriate, the CEO may seek advice from the Board of Trustees, the Information Commissioner’s Office, insurers, funders, legal advisers or other professional advisers.
5. Data Protection Principles
RCLC will follow the data protection principles. This means personal information must be:
· Used lawfully, fairly and transparently 
· Collected for clear and specific purposes 
· Limited to what is necessary 
· Accurate and kept up to date where needed 
· Kept only for as long as necessary 
· Stored and handled securely 
· Managed in a way that shows RCLC is accountable for how it uses personal information 
The ICO expects organisations to understand what personal information they hold, where it is held, who uses it and who it is shared with. Data mapping is one way of demonstrating this accountability. 
6. What Personal Information RCLC May Collect
RCLC may collect and use different types of personal information depending on the person’s relationship with the organisation. This may include:
· Name, address, telephone number and email address 
· Date of birth 
· Emergency contact details 
· Learner enrolment information 
· Eligibility information for courses or funded provision 
· Attendance records 
· Learning records, assessments, individual learning plans and progress information 
· Information about support needs, accessibility needs or reasonable adjustments 
· Information about children using the crèche 
· Parent and carer information 
· Safeguarding or welfare information where relevant and necessary 
· Equality, diversity and monitoring information 
· Referral information from partner organisations or agencies 
· Staff, tutor, volunteer, trustee and applicant information 
· Employment, recruitment, payroll, pension, training and supervision records 
· DBS information where relevant and appropriate 
· Donor, supporter and Gift Aid information 
· Contractor and supplier information 
· Records of communications with RCLC 
· Photographs, videos, quotes, case studies or testimonials where appropriate consent has been obtained 
· Website, email or online contact information where someone contacts RCLC online 
RCLC will only collect information that is necessary for its work.
7. Special Category Data And Criminal Offence Data
RCLC may process special category data where this is necessary for its work and where there is a lawful basis to do so. This may include information about:
· Health 
· Disability 
· Race or ethnic origin 
· Religion or belief 
· Safeguarding or welfare matters 
· Support needs 
· Reasonable adjustments 
RCLC may also process criminal offence data in limited circumstances, for example where DBS checks are required for safeguarding or safer recruitment purposes.
Where RCLC processes special category data, it must identify both a lawful basis under UK GDPR and a separate condition for processing that sensitive information. The ICO is clear that special category data needs this extra protection. 
8. Lawful Basis For Using Personal Information
RCLC must have a lawful basis for using personal information. Depending on the circumstances, RCLC may rely on one or more of the following lawful bases:
· Consent, where someone has clearly agreed to their information being used for a specific purpose 
· Contract, where information is needed to enter into or manage a contract 
· Legal obligation, where RCLC must use information to comply with the law 
· Vital interests, where information is needed to protect someone’s life or safety 
· Public task, where processing is necessary for work carried out in the public interest 
· Legitimate interests, where RCLC has a fair and reasonable reason to use the information and this does not override the rights and freedoms of the individual 
Consent is not the only lawful basis for using personal information. RCLC may need to use personal information without consent where this is lawful and necessary, for example for safeguarding, employment, funding, legal, contractual or emergency reasons.
The ICO states that organisations should identify the correct lawful basis for each processing activity, and that special category and criminal offence data require additional conditions as well as a lawful basis. 
9. Collecting Personal Information
When collecting personal information, RCLC will make sure that:
· There is a clear reason for collecting the information 
· Only necessary information is collected 
· The person understands why the information is needed 
· The information is used only for appropriate purposes 
· The person is given privacy information where required 
· Consent is recorded where consent is the lawful basis 
· Information is collected in a respectful and proportionate way 
Where RCLC relies on consent, consent must be freely given, specific, informed and recorded. Individuals must be able to withdraw consent at any time. Where consent is not the lawful basis, RCLC will make sure there is another lawful basis for processing the information.
10. Privacy Information
RCLC will provide clear information about how it uses personal data through its Privacy Policy and other relevant notices, forms or communications. The Privacy Policy should explain:
· What personal information RCLC collects 
· Why RCLC collects it 
· How it is used 
· Who it may be shared with 
· How long it may be kept 
· What rights individuals have 
· How to contact RCLC about data protection matters 
· How to complain to the Information Commissioner’s Office (ICO)
The ICO states that people have the right to be informed about how their personal information is used, and that this information should be clear and concise. 
11. Storing And Protecting Personal Information
RCLC will take reasonable steps to keep personal information safe and secure. This may include:
· Keeping paper records in locked storage 
· Restricting access to people who need the information for their role 
· Using password-protected computers, systems and files 
· Using secure systems, portals or password protection where appropriate 
· Taking care when sending personal information by email or post 
· Avoiding unnecessary printing or copying of personal information 
· Keeping confidential conversations private 
· Making sure personal information is not left unattended or visible to others 
· Using secure disposal methods for confidential waste 
· Reporting suspected data breaches promptly 
· Training staff, trustees, tutors and volunteers where appropriate 
Personal information must not be shared with anyone who does not have a legitimate reason to access it.
12. Use Of Email, Devices And Online Systems
Staff, trustees, tutors and volunteers must take care when using email, devices and online systems.
This means:
· Checking recipients before sending emails 
· Avoiding sending sensitive personal information by email unless necessary 
· Using password protection or secure transfer methods where appropriate 
· Not using personal email accounts for RCLC work unless authorised 
· Not saving RCLC personal data onto personal devices unless authorised 
· Locking screens when devices are not in use 
· Reporting lost or stolen devices promptly if they may contain personal data 
· Only accessing personal information needed for their role 
13. Sharing Personal Information
RCLC will only share personal information where there is a lawful and appropriate reason to do so. Information may be shared with:
· RCLC staff, trustees, tutors and volunteers where needed for their role 
· Funders, auditors or monitoring bodies where required 
· Local authorities or statutory bodies where required 
· Payroll, pension, IT, professional or administrative service providers 
· DBS providers where checks are required 
· Partner organisations or referral agencies where necessary and appropriate 
· Emergency services, safeguarding agencies or health services where there is a safeguarding concern, emergency or risk of harm 
· Legal advisers, insurers, courts, tribunals or regulators where required 
· HMRC or other public bodies where legally required 
RCLC will not sell personal information to third parties. RCLC will not share personal information for third-party marketing purposes.
14. Sharing Information Without Consent
RCLC will usually seek consent before sharing personal information where consent is required. However, RCLC may share information without consent where this is necessary and lawful, including where:
· A child or adult may be at risk of harm 
· Someone’s life or safety may be at risk 
· RCLC is required to do so by law 
· RCLC is required to do so by a court or tribunal 
· RCLC needs to comply with safeguarding responsibilities 
· RCLC needs to prevent or detect crime, fraud, money laundering or terrorist activity 
· RCLC needs to establish, exercise or defend legal rights 
· RCLC is required to share information under a funding or contractual obligation 
Only relevant and necessary information should be shared. Where possible and appropriate, RCLC will keep a record of what information was shared, who it was shared with, when it was shared and the reason for sharing.
15. Photographs, Video, Case Studies And Publicity
RCLC may use photographs, video, quotes, case studies or testimonials to promote its work, report to funders or show the impact of its services. RCLC will seek appropriate consent before using identifiable photographs, video, quotes, case studies or testimonials for publicity or external communications. Extra care must be taken when using images or stories involving:
· Children 
· Vulnerable adults 
· Safeguarding matters 
· Health information 
· Immigration, asylum or refugee experiences 
· Domestic abuse, trauma or other sensitive personal circumstances 
Individuals can withdraw consent for future use at any time. However, it may not always be possible to remove materials that have already been published, printed or shared.
16. Data Breaches
A data breach may include personal information being:
· Lost 
· Stolen 
· Sent to the wrong person 
· Accessed by someone who should not see it 
· Shared by mistake 
· Deleted or destroyed accidentally 
· Left in a public place 
· Exposed through a cyber or IT security issue 
Any suspected data breach must be reported to the CEO as soon as possible. The CEO will assess the breach and decide what action is needed. This may include:
· Containing the breach 
· Recovering the information where possible 
· Informing the Board of Trustees 
· Recording the breach 
· Seeking advice 
· Reporting the breach to the Information Commissioner’s Office where required 
· Informing affected individuals where required 
Staff, trustees, tutors and volunteers must not try to hide or delay reporting a suspected breach.
17. Individual Rights
Individuals have rights in relation to their personal information. These may include the right to:
· Be informed about how their information is used 
· Access a copy of the personal information RCLC holds about them 
· Ask for inaccurate information to be corrected 
· Ask for information to be deleted in certain circumstances 
· Ask RCLC to restrict how information is used in certain circumstances 
· Object to certain uses of their information 
· Ask for information to be transferred to another organisation in certain circumstances 
· Object to direct marketing 
· Not be subject to solely automated decision-making where this has a legal or significant effect 
These rights are not absolute and may depend on the circumstances.
Any request from an individual about their personal information should be passed to the CEO promptly. RCLC may need to confirm the identity of the person making the request before responding.
18. Subject Access Requests
A subject access request is a request from an individual asking to see the personal information RCLC holds about them. A request does not have to mention “subject access request” or “UK GDPR” to count as a valid request.
If any staff member, trustee, tutor or volunteer receives a request for personal information, they must pass it to the CEO as soon as possible. RCLC will respond to subject access requests in line with legal requirements.
Where a request is complex, unclear or involves information about other people, RCLC may need to seek advice before responding.
19. Retention And Disposal
RCLC will only keep personal information for as long as it is needed for the purpose for which it was collected and in accordance with legal, safeguarding, funding, employment, insurance and regulatory requirements.
Examples of typical retention periods include:
	Type of Record
	Typical Retention Period

	Learner records
	Up to 6 years after the learner leaves, unless funding requirements specify otherwise

	Staff employment records
	6 years after employment ends, unless a longer period is required by law

	Recruitment records for unsuccessful applicants
	Up to 12 months

	Volunteer records
	Up to 6 years after volunteering ends

	Trustee records
	6 years after trusteeship ends

	Payroll, tax and pension records
	6 years plus the current financial year, or longer where required by HMRC

	Safeguarding records
	In accordance with safeguarding requirements and the organisation's safeguarding retention arrangements

	Accident and incident records
	In accordance with health and safety and insurance requirements

	Donor and Gift Aid records
	6 years after the end of the relevant financial year

	CCTV, photographs and publicity consent records
	In accordance with the organisation's retention arrangements and consent records


These periods are provided as general guidance only. Actual retention periods may vary depending on legal requirements, funding conditions, safeguarding considerations, insurance obligations, ongoing complaints, investigations or legal claims.
Further details of the categories of personal information processed by RCLC, the lawful basis for processing, storage arrangements and applicable retention periods are contained within the organisation's Data Protection Policy and associated Data Mapping Sheets. These records are maintained and reviewed to ensure compliance with UK GDPR, the Data Protection Act 2018 and organisational requirements.
When personal information is no longer required, it will be securely deleted, destroyed or anonymised in accordance with the organisation's data retention and disposal procedures.

20. Data Mapping And Records
RCLC will keep data mapping and retention records to show what personal information it holds and how it is managed. These records identify, where appropriate:
· What personal information is collected 
· Who the information relates to 
· Why the information is collected 
· The lawful basis for using it 
· Whether special category or criminal offence data is processed 
· Where the information is stored 
· Who has access to it 
· Who it is shared with 
· How long it is kept 
· How it is deleted, destroyed or anonymised 
· Any risks or additional safeguards needed 
The data mapping and retention records are operational documents and do not form part of this policy. They will be updated by the CEO, with Board oversight, as RCLC’s activities, systems or services change.
21. Training And Awareness
RCLC will make sure that staff, trustees, tutors and volunteers who handle personal information understand their responsibilities. This may include:
· Induction information 
· Policy briefings 
· Supervision discussions 
· Trustee oversight 
· Refresher training where appropriate 
· Specific guidance for roles that handle sensitive information 
Everyone handling personal information must understand that poor data protection practice can cause harm to individuals and may expose RCLC to legal, financial, safeguarding or reputational risk.
22. Volunteers, Tutors And Trustees
Volunteers, tutors and trustees may have access to personal information as part of their role. They must:
· Only access information they need for their role 
· Keep personal information confidential 
· Store information securely 
· Avoid discussing personal information where others may overhear 
· Not copy, download, photograph or remove personal information unless authorised 
· Report concerns or breaches promptly 
· Return or securely delete RCLC information when their role ends 
A breach of this policy may lead to action under the relevant RCLC policy, agreement or procedure.
23. Contractors And Third-Party Providers
Where RCLC uses contractors, suppliers or third-party service providers who handle personal data on its behalf, RCLC will take reasonable steps to make sure personal information is protected. This may include checking that providers have appropriate security measures, contracts, agreements or terms in place. This may apply to services such as:
· Payroll 
· Pension administration 
· IT support 
· Website services 
· Email or cloud storage 
· DBS processing 
· Accountancy or audit 
· Professional advice 
· Fundraising or donation platforms 
24. International Transfers
RCLC will not transfer personal information outside the UK unless there is a lawful basis and appropriate safeguards are in place.
This may be relevant where RCLC uses online systems, cloud storage, email platforms, website tools or other service providers that store or process data outside the UK.
Where needed, RCLC will seek advice to make sure any international transfer is lawful and appropriately protected.
25. Monitoring And Review
The Board of Trustees is responsible for making sure RCLC has appropriate oversight of data protection. The CEO is responsible for day-to-day monitoring of data protection practice.
This policy will be reviewed every three years, or earlier if there are significant changes in legislation, guidance, organisational structure, services, systems or data processing activities.
26. Questions Or Concerns
Any questions, concerns, requests or suspected breaches relating to personal information should be reported to the CEO.  Subject access requests and other data protection rights requests should be sent to:
CEO: Aisha Malik 
Email: aishamalik@rclc.org
Telephone: 0118 959 5455
Address: Reading Community Learning Centre, 94 London Street, Reading, RG1 4SJ
Requests may also be sent to RCLC’s general email address rclcinfo@yahoo.co.uk
If a request is received through the general inbox, or by any member of staff, trustee, tutor or volunteer, it must be passed to the CEO as soon as possible.  A request does not have to mention “subject access request”, “SAR” or “UK GDPR” to be valid.
If a person is unhappy with how RCLC has handled their personal information, they may complain to RCLC. Individuals also have the right to complain to the Information Commissioner’s Office.
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